How To Install Linux, Apache, MySQL, PHP
(LAMP) stack on Ubuntu 20.04.3

Introduction

A "LAMP" stack is a group of open source software that is typically installed together to
enable a server to host dynamic websites and web apps. This term is actually an
acronym which represents the Linux operating system, with the Apache web server.
The site data is stored in a MySQL database, and dynamic content is processed

by PHP.

Step 1: Install Ubuntu Linux

Ubuntu is a free open source distribution of Linux. First, download Ubuntu version
20.04.3 LTS from here https://ubuntu.com/download/desktop

Instead of installing Ubuntu directly on the native PC, we will install Ubuntu in a virtual
machine using Oracles’ Virtual Box. You can download Virtual Box from here
https://www.virtualbox.org/wiki/Downloads

Open Virtual Box, and click on the blue New icon to create a new virtual machine for
Ubuntu 64-bit.
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'\.,__/" Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine and select the
type of operating system you intend to install on it. The name you choose wil
be used throughout VirtualBox to identify this machine,

Mame: Ubuntu

Type: [Linux h ] ‘j%
w

Version: [Ubunm {54-bit)

ExpertMude] [ Mext ] [ Cancel




Use all default settings.

Click on the green Start icon to run (“power up”) the machine. Select the location for
your Ubuntu installation media.

When it asks for the root password, use Isucs for the password.

After Ubuntu has successfully installed, from the Oracle Virtual Box window, click on
Devices in the menu bar and select Insert Guest Addition CD Image to add this CD
image.

Under the Devices menu, you can also enable the Shared Clipboard and Drag & Drop
between Windows and Ubuntu.

After Ubuntu has successfully installed, from the Oracle Virtual Box window, click on
Devices in the menu bar and select Network, then Network Settings. In the window that
opens up, select Bridged Adapter to Attached to. Select your network card.
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IE System Adapter 1 | Adapter 2 I Adapter 3 I Adapter 4
Display Enable Metwork Adapter
@ Storage Attached to: [Bridged Adapter 'l
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In Ubuntu, open up a Linux Terminal window. If the Terminal window icon is not in the
sidebar then you can do a search for Terminal. See picture below for the Terminal icon
and the Application Search icon.

Type in the following command to find out your computer’s IP address.

‘$ ip addr

‘:f‘f‘ Ubuntu [Running] - Oracle VM VirtualBox = 53

File Machine View Input Devices Help
Terminal 3y B v 116Pm B
enoch@enoch-VirtualBox: ~

enoch@enoch-VirtualBox:~$ ip addr
: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group defaul
| =t qlen 1000
link/loopback 06:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid _1ft forever preferred Lft forever
inet6é ::1/128 scope host
valid _1ft forever preferred Lft forever
2: enp®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 15080 gdisc pfifo_fast state UP
group default glen 1880
link/ether AR:00:27:6a:01:62 brd ff:ff:ff:fF:ff:ff
inet 10.15.14.64/24 brd 10.15.14.255 scope global dynamic enp@s3
valid LTt Z7988sec preferred Lft 27988sec
inet6é feB0@::63T1:bad4a:59c8:df52/64 scope link
valid _1ft forever preferred Lft forever
enoch@enoch-virtualBox:~5% I

B om0 @ M rtcy

Your IP address should be 10.15.15.x if you're in PSC147. If you're at home it will
probably be something like 192.168.1.x. If not, your network adaptor was not setup
correctly. Turn off your Linux machine and exit your Virtual Box, and then restart
everything.

Now from another computer, open up a Windows command prompt window, or a Linux
Terminal window and type in the following ping command but replace the IP address
with the one that you obtained above.

|C:\Users\Majors> ping 10.15.14.64

You should receive a reply similar to the following. Press Ctrl-C to stop the replies.



BN Command Prompt = | B e

C:slUzers“EnochXping 18.15.14.64

.15.14_64 with 32 bhytesz of data:
18.15.14.64: bytes=32 time<{ims TTL=64
18.15.14.64: bytes=32 time<{imsz TTL=64
18.15.14.64: bytes=32 time<{ims TTL=64
Reply from 18.15.14.64: hytes=32 time{imsz TTL=64

Ping statistics for 18.15.14.64:
Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-—seconds:

Minimum = Bms,. Maximum = Bms,. Average = Bns

C:s\UserssEnochX>

You can also try the following command to see if you can connect to Google. Might
need to add the -4 because your install defaults to IPv6 but need ping Google with IPv4.

C:\Users\Majors> ping -4 google.com

Open up the FireFox web browser and try to browse to some of your favorite websites
to make sure that your internet connection is working.

Step 2: Install Apache and Allow in Firewall

The Apache web server is among the most popular web servers in the world. It's well-
documented, and has been in wide use for much of the history of the web, which makes
it a great default choice for hosting a website.

We can install Apache easily using Ubuntu's package manager, apt. A package
manager allows us to install most software pain-free from a repository maintained by
Ubuntu.

For our purposes, we can get started by typing the following commands.

$ sudo apt-get update
$ sudo dpkg --configure -a
$ sudo apt-get install apache?2

Since we are using a sudo command, these operations get executed with root
privileges. It will ask you for your regular user's password to verify your intentions.




Once you've entered your password (ISUCS), apt will tell you which packages it plans
to install and how much extra disk space they'll take up. Press Y and hit Enter to
continue, and the installation will proceed.

Set Global ServerName to Suppress Syntax Warnings

Next, we will add a single line to the /etc/apache2/apache2.conf file to suppress a
warning message. While harmless, if you do not set serverName globally, you will
receive the following warning when checking your Apache configuration for syntax
errors:

$ sudo apache2ctl configtest

Output

AHO00558: apache2: Could not reliably determine the server's fully
qualified domain name, using 127.0.1.1. Set the 'ServerName' directive
globally to suppress this message

Syntax OK

Open up the main configuration file with your text edit:

$ sudo nano /etc/apache2/apache2.conf

Inside, at the end of the file, add a serverName directive, pointing to your server IP
address 10.15.14.64, or just 127.0.0.1 for our class testing.

ServerName 127.0.0.1

Save the file when you are finished (ctrl-O then Enter to accept the default filename),
and then exit the editor (ctrl-X).

Next, check for syntax errors by typing:

S sudo apache2ctl configtest

Since we added the global serverName directive, all you should see now is:

Output
Syntax OK

Restart Apache to implement your changes:



‘$ sudo service apache2 restart

1o
app—EsE

Ay

13 fFos
==

LI S S

PN |

31 a1 .
v rraoTrCappTrTrCatTIoOitST

<z

AN 2

s e g

oottt

T 1 n
P o g g

Naoh
Pt

n

DN
aPP—HT

13 fFos
==

Baak i3 1]

Pt

£41

IDE

B e e g

e e

T

(LTTD Immpal)

Tty ittt o7/

iz

Wl <

ma+1

T T CrC.

=

weIooCT

i naoh
T 1rpaCTt

SN I NEN
jliss =y Sr=

+ 1
TIt

E2N £
E=

o s
reratien

ooan

P2 +

T

+ 1

n e FAESNEN
T o CcTrOT« Iy paCIT

ISP AN

=]

D
=y

o
=]

-

TIT

o

QN AAR [+ ~n
< o

T

“T

L1 NN N Tl 1 n
Apaene—Futt

1
It

1
a1

13 fFos
==

You can do a spot check right away to verify that everything went as planned by visiting
your server's I[P address in your web browser. To find out your server’s IP address type



$ ip addr

L?F Ubuntu [Running] - Cracle VM VirtualBox o e S

File Machine View Input Devices Help
Terminal 1 4)) 1:16PM It

enoch@enoch-VirtualBox: ~

enoch@enoch-VirtualBox:~$ ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t gqlen 1080

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host lo

i!i;

4

E valid 1ft forever preferred Lft forever
—

inet6 ::1/128 scope host
valid 1ft forever preferred Lft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo_fast state UP
group default glen 1880
link/ether AR:00:27:6a:01:62 brd ff:ff:ff:ff:ff:ff
inet 10.15.14.64/24 brd 10.15.14.255 scope global dynamic enp@®s3
valid 1Tt zZ7988sec preferred Lft 27988sec
inet6 fe80::63f1:bad4a:59c8:df52/64 scope link
valid 1ft forever preferred Lft forever
enoch@enoch-virtualBox:~5 I

P &= i @ @ ) rightcyl

You'll see your IP address something like 10.15.x.x or 192.168.x.x
Use a browser from another computer. Type in the IP address that you got.

You will see the default Apache2 Ubuntu web page, which is there for informational and
testing purposes. It should look something like this:



Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after installation on Ubuntu
systems. It is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If you can
read this page, it means that the Apache HTTP server installed at this site is working properly. You should replace this
file (located at /var/www/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the site is
currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split into several files
optimized for interaction with Ubuntu tools. The configuration system is fully documented in
lusrishareldoclapache2/README.Debian.gz. Refer to this for the full documentation. Documentation for the web
server itself can be found by accessing the manual if the apache2 - doc package was installed on this server,

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

fetcfapache2/

|-- apache2.conf

| ‘-- ports.conf
| -- mods-enabled

| |==- *.load

| ‘-- *.conf

|-- conf-enabled

| ‘-- * . conf

|-- sites-enabled

| ‘-- * conf

= apache2.conf is the main configuration file. It puts the pieces together by including all remaining configuration
files when starting up the web server.

s ports.conf is always included from the main configuration file. It is used to determine the listening ports for
incoming connections, and this file can be customized anytime.

«  Configuration files in the mods -enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or virtual host
configurations, respectively.

= They are activated by symlinking available configuration files from their respective *-available/ counterparts.
These should be managed by using our helpers a2enmod, a2dismod, aZensite, a2dissite, and
a2enconf, a2disconf . See their respective man pages for detailed information.

=  The hinary is called apache2. Due to the use of environment variables, in the default configuration, apache2
needs to be started/stopped with /etc/init.d/apache2 or apache2ctl. Calling /usr/bin/apache2
directly will not work with the default configuration.

Document Roots

By default, Ubuntu does not allow access through the web browser to any file apart of those located in /var/www,
public_html directories (when enabled) and fusr/share (for web applications). If your site is using a web document
root located elsewhere (such as in /srv) you may need to whitelist your document root directory in
Jetc/apache2/apache2. conf.

The default Ubuntu document root is /var/www/html. You can make your own virtual hosts under /varfwww. This is
different to previous releases which provides better security out of the box,

Reporting Problems

Flease use the ubuntu-bug tool to report bugs in the Apache2 package with Ubuntu. However, check existing bug
reports before reporting a new bug.

Please repart bugs specific to modules (such as PHP and others) to respective packages, not to the web server itself.




If you see this page, then your web server is now correctly installed and accessible
through your firewall.

This default webpage is stored in the directory /var/lwww/html in the file named
index.html. You can go to it by changing your current directory with the ed command
and then list the directory content with Is

S cd /var/www/html
S 1s

enoch@enoch-VirtualBox: fvarfwww/html Q

S cd fvar/www/html
S 1s

s i

index.html

The webpage files are stored in the directory /var/www/html, and only the root user (with
admin privileges) can add new files or modify existing ones. nano is a text editor. So to
create a new file you need to add sudo in front of the nano command.

‘$sudo nano index.html

S oaaA ehma A 777 PR
T o ot TIT A>3 71 T
S oaad alhma s 777 o~
=4 oo C—CTitT T ot
S aaad chma 7797 I el
T o oo T T 7 (& Tt




Step 3: Install MySQL

Now that you have the web server up and running, it is time to install MySQL. MySQL is
a database management system. Basically, it will organize and provide access to
databases where our site can store information.

Again, we can use apt to acquire and install our software. This time, we'll also install
some other "helper" packages that will assist us in getting our components to
communicate with each other:

$ sudo apt-get install mysgl-server

Again, you will be shown a list of the packages that will be installed, along with the
amount of disk space they'll take up. Enter Y to continue.

At this point, your database system is now set up. Enter the following command to test
your MySQL installation:

$ sudo mysgl -u root -p

The password is your Ubuntu root password which should be Isucs. You should get
the mysql> prompt.



=1 enoch@enoch-VirtualBox: /var/www/html Q

$ sudo mysql -u root -p
Enter password:
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 18
Server version: 8.0.27-0ubuntu®.20.04.1 (Ubuntu)

Copyright (c) 2000, 2021, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/for its

affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysql> exit

Bye

o |

Enter exit to exit MySQL.

Step 4: Install PHP

PHP is the component of our setup that will process code to display dynamic content. It
can run scripts, connect to our MySQL databases to get information, and hand the
processed content over to our web server to display.



First type in the following command to find out the correct version of php to install. In the
example below the current version is 7.4.

S php -v

Command 'php' not found, but can be installed with:

sudo apt install php7.4-cli

enoch@enoch-VirtualBox: /varfwww/html Q
$ php -v
Command 'php' not found, but can be installed with:
sudo apt install php7.4-cli

$ sudo apt install php7.4-cli

Reading package lists... Done
Building dependency tree

Reading state information... Done
The following additional packages will be installed:

Then type in the suggested command from above to install php.

‘$ sudo apt install php7.4-cli

Install the following two supporting libraries. Replace the version number with the
correct current version

sudo apt-get install libapache2-mod-php7.4

ISR BN SIPAYANE S IR 2 SN B 2N 22N B A TSRS SIRN +
oo op Tt gt T TSt PP T s o itict y oo

sudo apt-get install php7.4-mysqgl

Uy 4y >

(alternate way) Find the most current version of the libapache2-mod-php package to
install

$ apt-cache search libapache2-mod-php
libapache2-mod-php7.0 - server-side, HTML-embedded scripting language
(Apache 2 module)

This should install PHP without any problems. We'll test this in a moment.



After this, we need to restart the Apache web server in order for our changes to be
recognized. You can do this by typing this:

‘$ sudo service apache2 restart

We can also check on the status of the apache?2 service using systemctl:

|$ sudo systemctl status apache?2

Sample Output
® apache2.service - LSB: Apache2 web server
Loaded: loaded (/etc/init.d/apache2; bad; vendor preset: enabled)
Drop-In: /lib/systemd/system/apache2.service.d



L—apacheZ—systemd.conf
Active: active (running) since Wed 2016-04-13 14:28:43 EDT; 45s ago
Docs: man:systemd-sysv-generator (8)
Process: 13581 ExecStop=/etc/init.d/apache2 stop (code=exited,
status=0/SUCCESS)
Process: 13605 ExecStart=/etc/init.d/apache2 start (code=exited,
status=0/SUCCESS)
Tasks: 6 (limit: 512)
CGroup: /system.slice/apache2.service
F—13623 /usr/sbin/apache?2 -k start
F—13626 /usr/sbin/apache2 -k start
[-13627 /usr/sbin/apache2 -k start
F—13628 /usr/sbin/apache?2 -k start
F—13629 /usr/sbin/apache?2 -k start
L-13630 /usr/sbin/apache2 -k start

Apr 13 14:28:42 ubuntu-1l6-lamp systemd[1l]: Stopped LSB: Apache2 web
server.

Apr 13 14:28:42 ubuntu-1l6-lamp systemd[1l]: Starting LSB: Apache2 web
server...

Apr 13 14:28:42 ubuntu-1l6-lamp apache2[13605]: * Starting Apache httpd
web server apache2

Apr 13 14:28:42 ubuntu-16-lamp apache2[13605]: AH00558: apache2: Could not
reliably determine the server's fully qualified domain name, using
127.0.1.1. Set the 'ServerNam

Apr 13 14:28:43 ubuntu-l6-lamp apache2[13605]: *

Apr 13 14:28:43 ubuntu-1l6-lamp systemd[1l]: Started LSB: Apache2 web

Server.

Step 5: Test PHP Processing on your Web Server

In order to test that our system is configured properly for PHP, we can create a very
basic PHP script.

We will call this script info.php. In order for Apache to find the file and serve it
correctly, it must be saved to a very specific directory, which is called the "web root".

In Ubuntu, this directory is located at /var/www/html. We can create the file at that
location by typing:



‘$ sudo nano /var/www/html/info.php

This will open a blank file. We want to put the following text, which is valid PHP code,
inside the file:

<?php
phpinfo();

2>

When you are finished, save and close the file.

Now we can test whether our web server can correctly display content generated by a
PHP script. To try this out, we just have to visit this page in our web browser. You'll
need your server's |IP address again. Again, to find your server IP address, type

$ ip addr

Using a browser on the same server computer, type in the address you want to visit:

http://your server IP address/info.php
e.g.

http://10.15.15.169/info.php

Something similar to the following page should be displayed.



[ phpinfag

<« C | © 10.1514.64/infophp |
System Linux enoch-VirtualBox 4.10.0-28-generic #32~16.04.2-Ubuntu SMP Thu Jul 20 10:19:48 UTC 2017 x86_64
Server API Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path letc/php/7.0/apache2
Loaded Configuration File letc/phpi7.0/apache2/php.ini
Scan this dir for additional .ini files letc/php/7 D/apache2iconf d
Additional .ini files parsed letc/php/7 D/apache2iconf dM10-mysqlnd.ini, fetc/php/7 0/apache2fconf d/10-opcache.ini,

letc/php/7 Diapache2/conf d/10-pdo.ini, fetc/phpl/7.0/apache2iconf d/20-calendar.ini,

letc/php/7 Diapache2iconf d/20-ctype ini, fetc/php/T 0/apache2iconf di20-exif ini, letc/php/7T 0fapache?/conf di20-
fileinfo.ini, fetc/php/7 0fapache2iconf di20-ftp.ini, fetc/phpi7 apache2iconf di20-gettext ini,

letc/php/7 O/apache2/conf df20-iconv.ini, fetc/php/7 MVapache2/conf di20-json.ini, fefc/php/7 0lapache2fconf df20-
mcrypt.ini, letc/php/7 0fapache2/conf d/20-mysqgli.ini, fetc/php/7 0fapache2iconf d/20-pdo_mysgl.ini,

letc/php/7 D/apache2/conf d/20-phar.ini, fetc/php/T Ofapache2/conf.d/20-posix.ini, fetc/php/7 0fapache?/conf di20-
readline.ini, fetciphp/7 0/apache2/conf df20-shmap.ini, /etc/php/7 0/apache2iconf di20-sockets ini,

letc/php/7 D/apache2iconf d/20-sysvmsg.ini, fetc/php/7 Dfapache2iconf di20-sysvsem.ini,

letc/phpi7 O/apache2iconf df20-sysvshmeini, fetc/php/T Dfapache2iconf di20-tokenizer ini

PHP API 20151012

PHP Extension 20151012

Zend Extension 320151012

Zend Extension Build API320151012,NTS

PHP Extension Build API20151012NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling disabled

Zend Memory Manager enabled

Zend Multibyte Support disabled

1Pv6 Support enabled

DTrace Support available, disabled

Registered PHP Streams hitps, ftps, compress zlib, php, file, glob, data, http, fip, phar
Registered Stream Socket Transports fcp, udp, unix, udg, ssl, fls, fisvi 0, Hisv1 1, tisv1 2
Registered Stream Filters zZlib.*, siring.rot13, string.toupper, string.tolower, string.strip_tags, convert.”, consumed, dechunk, convert.iconv.®,

merypt.*, mdecrypt.

This program makes use of the Zend Scripting Language Engine:

=
&
Zend Engine v3.0.0, Copyright (c) 1998-2017 Zend Technologies Z el ]d E| I ll Ie
with Zend OPcache v7.0.22-0ubuntuD.16.04.1, Copyright (c) 1998-2017, by Zend Technologies

Configuration

apache2handler

This page basically gives you information about your server from the perspective of
PHP. It is useful for debugging and to ensure that your settings are being applied
correctly.

If this was successful, then your PHP is working as expected.

You probably want to remove the file info.php after this test in a real production setup
because it could actually give information about your server to unauthorized users. To
do this, you can type this:



‘$ sudo rm /var/www/html/info.php ‘

You can always recreate this php file if you need to access the information again later.

Conclusion

Now that you have a LAMP stack installed, you have many choices for what to do next.
Basically, you've installed a platform that will allow you to install most kinds of websites
and web software on your server.

Optional

1. In all of the above commands, you need to add sudo in front because those
commands need to have admin privileges. You can issue the following command
once and then you don’t need to add sudo for all subsequent commands that
need admin privileges.

‘$ sudo -1 ‘

2. Filezilla allows you to upload files to your server from another computer. To
install Filezilla, do

‘$ sudo apt install filezilla ‘

3. You should ensure that connections to your web server are secured, by serving
them via HTTPS. The easiest option here is to use Let's Encrypt to secure your
site with a free TLS/SSL certificate.



